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[omom '@ binls more resrouteur.txt
192. oo | general/udp| 11580 |[REPORT | ;Tt is possible to by-pass the rules of thel
remote firewall;by sending UDP packets with a source port equal to 53.;;An atta|
cker may use this flaw to inject UDP packets to the remote;hosts, in spite of th
e presence of a firewall.;;Solution : Review your firewall rules policy;Risk fac|

tor : High;BID : 7436, 11237;
192. oo | general/udp| 10287 |NOTE| For your information, here is the traceroute
to 192. MUK ;192 NN |, 192

N

192.MMMX | domain (53/udp)|12217|NOTE|The remote DNS server answers to queries
for third party domains which do ;not have the recursion bit set. ;;This may all
low a remote attacker to determine which domains have recently ;been resolved vil
a this name server, and therefore which hosts have been;recently visited.;;For il
nstance, if an attacker was interested in whether your company utilizes ;the onl|
ine services of a particular financial institution, they would;be able to use th|
is attack to build a statistical model regarding;company usage of aforementioned|
financial institution. Of course,;the attack can also be used to find B28 part]
ners, web-surfing patterns,;external mail servers, and more...;;For a much more
detailed discussion of the potential risks of allowing ;DNS cache information tol
be queried anonymously, please see:;http://community.sidestep.pt/~luis/DNS-Cach]
e-Snooping/DNS_Cache Snooping 1.1.pdf;;Risk factor : Low;

102, WO | general/tcp|11618|INFO| ;The remote host does not discard TCP SYN pa]
kets which;have the FIN flag set.;;Depending on the kind of firewall you are usil
r may use this Tlaw to bypass its rules.;;See also : httpi//archiy|
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